RESTRICTION ON DISCLOSURE AND USE OF DATA

This document includes data that shall not be disclosed outside the Government and shall not be
duplicated, used, or disclosed – in whole or in part – for any purpose other than evaluation
purposes. The data provided herein is for planning purposes only and does not represent a
contractual commitment. No warranty, express or implied, including, but not limited to, the
warranties of merchantability and fitness for a particular purpose are created by the submission
of this data.
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1. Introduction
As federal agencies contemplate a move to cloud computing, the hesitation for many to proceed
involves the security of their data and environments. A recent article in Infosecurity 1 states,
“Two-thirds of government IT decision-makers said that security was the most important factor
in their evaluations of cloud computing.” Although cloud security is a legitimate concern, there
are processes and technologies that can provide sufficient levels of security assurances to help
mitigate any risk.
2. Description of Problem and Goals
Many agencies are uncomfortable with the idea of giving up their data to an external provider
without assurances that appropriate processes, architecture, and technology are in place to
address their security requirements. Further, point-in-time assessments of an environment’s
security posture are not sufficient to address the need for dynamic monitoring of security
vulnerabilities and threats.
As end customers, agencies typically have minimal visibility into a cloud service provider’s
security standards and processes. With this lack of visibility, there is also the concern about how
other tenant environments within the cloud might affect the security and stability of the customer’s
environment and data. Alternately, the cloud service provider is faced with the need to implement a
robust solution that will address the customer’s security and stability concerns.
To resolve these issues, a continuous monitoring solution can provide the following benefits for
cloud implementations:
 Alleviate hesitation for customers to relinquish control of data, as well as the management of
its software or business processes to a cloud service provider
 Address security and stability risks on an ongoing basis to mitigate threats to the cloud
environment
 Support the requirements and responsibilities of both the provider and the customer by
maintaining a comprehensive view into the security posture of the cloud infrastructure for the
cloud service provider and providing ongoing assurances of the security of the cloud
infrastructure and services for the customer
3. Description of Approach, Rationale, Results and Timeline
NIST IR 7756 defines a continuous security monitoring solution as “maintaining ongoing
awareness of information security, vulnerabilities, and threats to support organizational risk
management decisions. The objective is to conduct ongoing monitoring of the security of an
organization’s networks, information, and systems, and respond by accepting, avoiding/rejecting,
transferring/sharing, or mitigating risk as situations change. 2” These primary characteristics must
be central to the implementation of any comprehensive continuous monitoring solution.
Determining security requirements and responsibilities
Regardless of how cloud services are procured and provided, security responsibilities remain
largely the same. In the case that an agency’s cloud environment is hosted and managed by a
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third party, the third party cloud service provider is responsible for the management and
maintenance of the cloud environment’s security and stability. In exchange for relinquishing
control of its data and associated applications to the cloud service provider, the agency expects
its assets to be protected from outage, loss, or unauthorized access.
In the case of an on-premises private cloud implementation, it is likely that the agency’s IT
organization tasked with managing the cloud infrastructure will also be responsible for ensuring
the security of the environment. Though the customer will be internal to the agency, the
requirements and expectations pertaining to the security and stability of the environment remain
the same as the third-party-hosted implementation.
Whether internal or external, customers of cloud services also have responsibility to ensure that
their requirements are met. Before entering into a cloud services agreement, the customer must
have a good understanding of both its tolerance for risk and the sensitivity of the data and
systems that are to be deployed into the cloud. This information should then be used to determine
the cloud delivery model that is most appropriate for the environment. In addition, the customer
should have enumerated their continuous monitoring objectives, including the specific data that
they want to see, so that risk can be managed appropriately on an ongoing basis.
Considering a continuous monitoring strategy
Each agency is required to ensure the security compliance of its systems, as stated in NIST 80053 Section 2.4: 3 “organizations are responsible and accountable for the risk incurred by use of
services provided by external providers.” Though an agency may not control the infrastructure,
platform, or software being used, it is still ultimately accountable for the overall compliance of
its aggregate systems. Further, NIST 800-144 4 cites that “establishing a level of confidence
about a cloud service environment depends on the ability of the cloud provider to provision the
security controls necessary to protect the organization’s data and applications, and also the
evidence provided about the effectiveness of those controls.”
Cloud service providers may choose to offer a range of delivery models that will determine the
continuous monitoring responsibilities for the environment. Individual cloud provider
agreements may vary, however, it is generally accepted that the provider will address the security
and stability needs pertaining to the delivery model being offered:
 Infrastructure-as-a-Service (IaaS). The customer is provided with the storage, hardware,
server resources, and networking components to run their environment. The provider is
responsible for virtual environment or hypervisor security, and network monitoring and
security. Depending on the management services offered the cloud service provider, IaaS
customers are normally responsible for managing the security configuration and patching of
virtual operating system instances.
 Platform-as-a-Service (PaaS). The customer is provided with an application environment
that serves as a platform for the development and delivery of other services. Common
examples of PaaS offerings include web server and relational database management system
(RDBMS) instances. The provider is responsible for the vulnerability management and patch
management of the platform offering, as well as the underlying infrastructure. The customer
is responsible for managing the security of the applications and services delivered from the
platform.
3
4

http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final.pdf
http://csrc.nist.gov/publications/drafts/800-144/Draft-SP-800-144_cloud-computing.pdf
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Software-as-a-Service (SaaS). The customer is provided with a fully-functioning
application to deliver a specified business value. The customer is simply a user of the
software, with no responsibility for the management of the software itself. In addition to the
responsibilities specified in the PaaS offering, the provider is responsible for all maintenance
and software updates delivered to the customer. This includes vulnerability management
responsibilities associated with application security. Some additional considerations
pertaining to the security of the SaaS offering include:
– User management, authentication, and authorization
– Web services and SOA security
– Data security
– Database activity monitoring and leakage protection
– Security and patch management for any other associated middleware components
– Database security and traffic monitoring
– Monitoring and threat management of application requests and responses to address
malicious or harmful traffic

For a continuous monitoring strategy to be effective, a cycle of critical activities must be
implemented to ensure the security requirements are met:
 Use automated data feeds. To ensure the cloud service provider has the most accurate and
current view of the environment’s security posture, data feeds must be automated for all key
monitored assets. The data should reflect the near real-time activity of each asset to expedite
the identification of anomalous behavior.
 Analyze, aggregate, and report environment posture. The volume of data required to
optimally monitor the security risks in a cloud environment is extremely large. The raw data
originating from the various feeds must be analyzed to identify any deviations from expected
behavior or system configurations. The resultant set of analyzed data must them be
aggregated to enable the cloud service provider to take action on anything identified as a
possible risk or threat.
 Prioritize risks and validate mitigation. Using the resultant aggregate data from the
analysis activities, the environment risks and threats must be prioritized so the cloud service
provider can address the most critical issues first. As the issues are being resolved, the
solution should be able to validate the results of any actions taken to address the risks. This
feedback loop occurs as new data is analyzed from the automated feeds to help the provider
understand when a risk has been successfully addressed.
IBM offers a broad range of solutions to directly address a variety of key areas involved in this
cycle of activity. Designed to specifically address all pertinent provisions of NIST 800-53 and
800-37, the following solutions are critical to implementing a comprehensive Continuous
Monitoring solution:
 Vulnerability Management. Analyze, track, and prioritize the vulnerabilities that have been
identified across all components of the cloud environment.
 Patch and Configuration Management. Ensure all operating system, platform, middleware,
software and other environment component patches are current according to the
environment’s security requirements.
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Application and Database Security. Identify and prevent vulnerabilities within the
application layer of the information system. Behind the application, the database must also be
monitored for malicious or unapproved activity, including forbidden access, data leakage,
and unauthorized changes.
Virtualization Management and Security. Monitor and prevent resource utilization and
image sprawl issues that may compromise the stability of the environment, as well as
providing threat protection at every layer of the virtual infrastructure.
Event and Incident Management. Analyze and track the traffic and behavior entering and
leaving the environment, as well as within the environment. As an event is determined to be
an actual incident, further analysis, tracking, prioritization and escalation is required to
ensure it is addressed in a timely and accurate manner.
Network and Asset Management. Monitor the network and the assets within the
environment to identify any anomalous behavior, malicious activity, or performance issues.

Case Study: IBM Federal Community Cloud
Summary:

The IBM Federal Community Cloud (FCC) is a multi-tenant IaaS cloud environment that
provides services exclusively to US federal customers. To meet the requirements of multiple
agencies and the Federal Information Security Management Act of 2002 (FISMA), the FCC
implements continuous monitoring solutions that are designed to comply with NIST Special
Publication 800-37, Revision 1.
Solution:

The FCC currently supports infrastructure environments for four federal customers, and as an
IaaS cloud service provider, IBM has a responsibility to manage the security and continuous
monitoring of the network, storage, and hypervisor systems that make up this virtual
infrastructure. These continuous monitoring objectives have been met by building the technical
monitoring solutions into the cloud, partnering with each customer to understand their specific
monitoring requirements, and providing the information as agreed.
The FCC's physical and virtual infrastructure are monitored by a series of technical toolsets,
including enterprise management and monitoring systems, intrusion detection devices and
applications, and vulnerability scanners. The aggregate monitoring system includes:
 Tivoli Security Operations Manager, Tivoli NetCool and Tivoli Integrated Portal for
vulnerability and event aggregation, reporting, and alerting
 ISS Proventia and Rational Appscan for network, host, and application security monitoring,
vulnerability management and exploit prevention
 Tivoli End Point Manager for security configuration, patch and asset management
These monitoring systems provide immediate feedback about the current state of the cloud, as
well as any anomalous or unwanted activity. The data collected by each tool is then aggregated
into one of two monitoring systems that are analyzed and monitored in real-time by personnel in
the Network and Security Operations Center (NSOC). These personnel are then able to identify
incidents and activate the response process.
To ensure each customer’s specific objectives and requirements are met, the services provided by
each monitoring toolset are tuned to ensure the most relevant data is being collected. This is
accomplished through a process of working with the customers individually to enumerate their
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specific objectives, and discussing how those objectives can be achieved by the existing toolsets.
In the event that the baseline monitoring tools cannot support a specific requirement, IBM will
work with the customer to deploy custom monitoring solutions or even integrate the customer
virtual environment into external monitoring services.
As agreed upon with each customer, data collected by the monitoring toolsets is correlated and
aggregated by the NSOC and then delivered to the customer in the form of alerts and reports.
Alerts generally occur in response to malicious activity and other undesirable events that warrant
immediate customer notification and involvement. Alternately, reports provide detail and
summary data on a periodic basis that allow the customers to track their desired metrics.
Through this process, IBM has successfully partnered with the customers of the FCC to deliver
integrated and responsive Continuous Monitoring solutions. By providing FCC customers with
the information they need when they need it, IBM allows its cloud customers to make informed
risk management decisions about the data and environments they turn over to the cloud.
Conclusion
Security risks remain a primary concern as federal agencies look to move to a cloud environment,
however, these concerns can largely be addressed by implementing a comprehensive continuous
security monitoring solution. While the security responsibilities rest largely on the shoulders of
the cloud service provider, it is important for customers to understand their security
responsibilities and implications as well. In addition, the customer should be actively involved in
setting continuous monitoring objectives and managing risk for environments and data deployed
into the cloud. Due to the nature of the constantly changing security landscape, the security of an
environment cannot be absolutely guaranteed. However, proven processes and measures can be
implemented to greatly reduce the security risks of a cloud environment and address new
security risks as they arise.
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