Facilitate security audits and monitor privileged users through a robust
security compliance dashboard
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• Quickly drill down into user behavior, system
activity and security information across all
platform types.
• Compare log entries to baseline policy to help
pinpoint and minimize security problems.
• Deliver reporting to support auditors’ evidence
requests and security managers’ investigatory
needs without burdening expensive subject
matter experts.
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• Rapidly respond to incidents through the ability
to set actions and alerts about privileged user
activity, while allowing administrators to perform
their jobs.
Communicate audit and compliance
information effectively and automate
report distribution
Capturing and translating log data
continuously and completely can significantly ease the burden of responding
to compliance measures. Tivoli
Compliance Insight Manager goes one
step further by allowing organizations
to instantly produce user- and dataoriented reports, along with customized
and conditional reporting to meet
specific reporting needs.
In addition, Tivoli Compliance Insight
Manager offers more than 100 bestpractice, audit and compliance-oriented
reports to help address corporate and

Tivoli Compliance Insight Manager captures security information about people and technology for audit
and compliance reporting.
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platform. And while many solutions
only collect syslog and Simple Network
Management Protocol (SNMP) logs,
Tivoli Compliance Insight Manager
captures much more and delivers:
• Operating system depth, including IBM
System z,™ IBM System i,™ IBM AIX,®
Sun Solaris, HP-UX, Microsoft® Windows®
and Linux.®
• Audit trails from applications, whether written to
a file or to a database table.
• Database depth for enhanced auditing capabilities, including integration with IBM DB2,® IBM
Informix® Dynamic Server and Sybase ACE.
• Security device logs, through syslog and SNMP.
The Tivoli Compliance Insight Manager dashboard lets you quickly gain an overview of your security
compliance posture, understand user activities and monitor privileged users in comparison to acceptableuse frameworks and security policy.

• Integration with numerous IBM Tivoli identity
and access management products, such as
IBM Tivoli Federated Identity Manager and IBM
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Ease addition of new log collectors
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• Quickly analyze and report on mainframe events.

and parsers

enables you to monitor the activities
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Consequently, you can get fast answers
to enterprise incidents without having to
resort to cumbersome, homegrown tools
or highly technical query languages.
Once incidents are identified, the
original log data can be retrieved for

• Logs and reviews systems administrator and
systems operator activities on a regular basis.
• Analyzes and investigates security incidents and
suspicious activity, plus takes remedial actions.
• Logs access to sensitive data, including root/

Integrate with security event management,
identity management and access control
solutions
Tivoli Compliance Insight Manager
complements IBM Tivoli Security

use with additional forensic tools or
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can take immediate action. Tivoli
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auditing, helping reduce the cost

provide policy violation data to Tivoli
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enable organizations to:
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personnel to investigate these excep-

Tivoli Compliance Insight Manager at a glance

tions before they can threaten security
or compliance measures.
Additionally, Tivoli Compliance Insight
Manager integrates with IBM Tivoli
Identity Manager, IBM Tivoli Access
Manager for e-business and IBM Tivoli
Access Manager for Operating Systems.
This integration allows you to monitor
administrative activity on these servers
to determine whether changes and
activity by Tivoli Identity Manager
and Tivoli Access Manager administrators occur within your policy and
acceptable-use guidelines. Tivoli
Compliance Insight Manager also
integrates with the administrator directories of Tivoli Identity Manager and
Tivoli Access Manager software so that
administrative users’ actual user names
are included in Tivoli Compliance Insight
Manager reports.
For more information
Based on more than two decades
of experience in security audit and
compliance management, Tivoli
Compliance Insight Manager offers
a leading solution for log analysis,
privileged user monitoring, and audit
and compliance reporting across the
entire enterprise — from operating
systems and applications to databases,

Minimum enterprise server requirements:
• 4x Intel® Xeon® 3.0GHz processor
• 6GB RAM
• Windows 2000 Advanced Server SP4 or Windows 2003 Server SP1
• Microsoft Internet Explorer® 6.0 and above for viewing HTML reports
Minimum standard server requirements:
• 2x Xeon 3.0GHz processor
• 4GB RAM
• Windows 2000 Advanced Server SP4 or Windows 2003 Server SP1
• Microsoft Internet Explorer 6.0 and above for viewing HTML reports
• Syslog-NG 1.6.6 and later
Specific requirements will depend on log volumes and types of log data. The items listed
above represent minimum requirements.

To learn more about how Tivoli

automation of processes, workflows

Compliance Insight Manager can

and tasks. The security-rich, open

help your organization monitor user

standards–based Tivoli service

activity and integrate compliance

management platform is complemented

efforts, contact your IBM representative

by proactive operational management

or IBM Business Partner, or visit

solutions that provide end-to-end visibility

ibm.com/tivoli

and control. It is also backed by worldclass IBM Services, IBM Support and

About Tivoli software from IBM

an active ecosystem of IBM Business

Tivoli software provides a set of offer-

Partners. Tivoli customers and bus-

ings and capabilities in support of

iness partners can also leverage each

IBM Service Management, a scalable,

other’s best practices by participating

modular approach used to deliver

in independently run IBM Tivoli User

more efficient and effective services

Groups around the world — visit

to your business. Helping meet the

www.tivoli-ug.org

needs of any size business, Tivoli software enables you to deliver service
excellence in support of your business
objectives through integration and

mainframes and network devices.
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