Web application security testing solutions
To support your business objectives

Proactively detect, remediate and report Web application
security vulnerabilities with Rational AppScan software.
Reporting and remediating security risk
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• Security vulnerabilities. Rational
AppScan Enterprise Edition identifies

Providing agency-wide visibility and

• Custom security standards. Rational

weaknesses such as cross-site scripting and structured query language
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AppScan Enterprise Edition can help
you produce:
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• Session management reports that
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by running thousands of platform- and

sion tokens in persistent cookies,

application-specific tests to detect
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hundreds of types of vulnerabilities.
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Meeting the challenges of

defects and actionable information.

Experience that gets results

FISMA compliance

Rational AppScan Enterprise Edition

The skilled consultants at IBM offer

Using Rational AppScan Enterprise

drives FISMA compliance reporting in

best practices expertise and will work

Edition, you can automate the pro-

a number of ways:

with you to determine your Web site

cesses of identifying Web security
vulnerabilities and addressing FISMA
compliance guidelines. The Rational
software provides a framework that can
enhance the efficiency and effectiveness of information security in the
federal government by automatically
scanning for exposure points at the
Web server and application layers
as part of the application development process. Rational AppScan
Enterprise Edition can also detect
and identify resources to accurately
perform risk and compliance audits.
And, since various stakeholders in the
development lifecycle require different
types of data, Rational AppScan intelligent management dashboards — as
well as detailed reports available
via a Web browser — are designed
to communicate exposures, FISMA

architecture and FISMA audit and
• Measure your assessment process/
FISMA defect remediation.
–– Analyze exposure from individual
assessments and compare
results across the cycle.
–– Validate success and
maintain accountability.
–– Implement system auditing to
address reporting requirements.
• Contain costs through automation.
–– Automatically check potentially
millions of Web pages for hundreds of issues with sophisticated
scanning technology.
• Address e-government policies

development practices to create
FISMA reports that best meet the
OMB reporting guidelines for compliance. Certified information systems
security personnel (CISSP) and certified information privacy professional/
government (CIPP/G) professionals,
Rational AppScan consultants can
help you manage the security and privacy issues that are most important to
your organization, as well as increase
users’ confidence and trust in your
online channel.
For more information

regarding information privacy.

To learn more about addressing FISMA

–– Populate POAM reports appropri-

compliance guidance with IBM Rational

ate for OMB.

AppScan Enterprise Edition software,

–– Improve government auditing
scores by enhancing your
implementation of the Federal
Enterprise Architecture (FEA).

contact your IBM sales representative
or IBM Business Partner, or visit:
ibm.com/software/awdtools/
appscan/enterprise
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